
Securing AI 
by Design?



What is an AI system exactly?



What is an AI system exactly?



Prompt Injection & Jailbreaking

Source: paloaltonetworks

Understanding Invisible Prompt Injection Attack | Keysight Blogs

https://www.keysight.com/blogs/en/tech/nwvs/2025/05/16/invisible-prompt-injection-attack


Malware, Code Execution, ….



Data Exfiltration



You ain’t seen Nothing Yet

Predictive AI poisoning Agentic AI & Excessive Agency



Module 1: Intro to AI Cybersecurity 8

Source: Gartner

https://www.gartner.com/en/newsroom/press-releases/2025-08-05-gartner-hype-cycle-identifies-top-ai-innovations-in-2025


Challenges:
Legacy On-Prem & Cloud Infrastructure ?
Business Processes Integrability ?
Data Fragmentation & Quality ?
Access Control Granularity ?
Detect & Respond ?

Visibility:
Adversarial Inputs (all sources) ?
Explainability & Bias & Drift ?
Data Breach & Leaks ?
Third-Parties ?

Mitigation:
Security-First Architecture ?
Compliance-by-Design ?
Human-in-the-Loop ?
Model Governance ?
Governance ?
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